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Introduction 
Welcome to the Enterprise Risk Management (ERM) Communications Plan for public power 
utilities. This document offers high-level guidance and sample messaging for the ERM 
committee to communicate updates and results of the ERM program to all pertinent 
stakeholders, including the board of directors, employees, regulatory bodies, and the public. 
Having a communications plan allows for a structured approach for both regular and ad hoc 
communications, ensuring that risk management activities are transparent, aligned with the 
utility’s strategic objectives, and responsive to the dynamic nature of risk in the utility sector. 

The ERM committee, responsible for executing this plan, will utilize a variety of 
communication channels and materials to engage stakeholders, monitor feedback, and 
continuously refine communication strategies. This approach upholds the utility’s 
commitment to resilience and informed decision-making, fostering a proactive risk 
management culture. 

ERM Communications Plan Checklist 
ERM Communications Plan Checklist 

 Identify Audiences: Utilities interact with a diverse range of stakeholders on a daily 
basis. The ERM committee should identify the specific stakeholders who need to be 
informed about updates and results from the ERM program. Stakeholders will include 
board of directors, senior leadership, utility employees, city council leaders, municipal 
leaders, and the public. 

 Define Key Messages: Clearly communicate the utility’s prioritized risks and the 
mitigation efforts being undertaken to address these risks and explain how these 
actions affect the utility’s operations.  

 Select Communication Channels: Choose the most effective channels for 
communicating information about the utility’s risks. These could include email updates, 
newsletters, press releases, etc. 

 Prepare Communication Materials: Create clear and concise materials to 
communicate risk information, adhering to the actionable guidance provided in Volume 
III. The ERM committee can use their utility’s reporting templates, PowerPoint 
presentations from the Risk Management Toolkit, briefing notes, or FAQ. 

 Schedule Communications: Plan communications at regular intervals (e.g., monthly, 
quarterly, biannually, or annually) or as necessary to address critical risks.   
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ERM Stakeholder Communication Templates 
Below are sample templates to communicate updates about the ERM program. 

Template 1: ERM Update Email 
Subject: Important Updates on our Enterprise Risk Management program 

Dear [Utility Name] Employees, 

The Enterprise Risk Management (ERM) Committee is writing to provide you with important 
updates regarding our ERM program. 

Key Updates 
• Identification of Top Risks 

o We have identified and prioritized the primary risks currently facing our utility, 
including [briefly mention key risks, e.g., cybersecurity threats, regulatory 
changes, operational disruptions]. 

• Mitigation Strategies 
o In response to these risks, we have implemented several mitigation 

strategies. For example, [provide a brief overview of key mitigation efforts, 
e.g., enhanced cybersecurity measures, updated compliance protocols, 
improved operational procedures]. 

• Impact on Operations 
o These mitigation efforts are essential to maintaining the reliability and safety 

of our operations. By proactively managing these risks, we aim to minimize 
disruptions and uphold our high standards of service. 

Next Steps 
• Regular Updates 

o We will continue to provide regular updates on the progress of our ERM 
program. Please look out for detailed information in our monthly newsletters 
and quarterly reports. 

• Feedback and Engagement 
o Your feedback is valuable to us. Should you have any questions or 

suggestions regarding our risk management efforts, please do not hesitate to 
contact the ERM committee at [contact email/phone number]. 

 
Thank you for your attention and for your continued dedication to our utility’s success. 
Together, we can ensure a resilient and secure future. 

Best regards, 
The Enterprise Risk Management Committee 
[Utility Name] 
[Contact Information] 

 



Risk Management Toolkit for Public Power: Communications Plan 4 | Page 

Template 2: ERM Update via Newsletters 
Newsletter Section Title: ERM Updates for [Utility Name]’s [First Quarter/Year] 
 
Key Updates 

• We have identified and prioritized the primary risks currently facing our utility. These 
include: 

o Potential for attacks on or threats to our IT systems. 
o New and changing regulations affecting our operations. 
o Ensuring business continuity and system reliability. 

• To address these risks, we have put several mitigation strategies into action: 
o Upgraded security protocols and employee training. 
o Regular reviews and updates to ensure regulatory compliance. 
o Streamlined procedures to minimize disruptions. 

Our mitigation efforts are crucial for maintaining the reliability and safety of our operations. 
By proactively managing these risks, we aim to minimize disruptions and uphold our high 
standards of service. 
 
Looking Ahead 
We will continue to provide regular updates on the progress of our ERM program. Look out 
for detailed information in [where it will be posted, e.g., monthly newsletters or quarterly 
reports]. 
 
Your feedback is valuable to us. If you have any questions or suggestions regarding our risk 
management efforts, please do not hesitate to contact the ERM committee at [contact 
email/phone number]. 



Risk Management Toolkit for Public Power: Communications Plan 5 | Page 

Template 3: Press Release Template 
Headline Title: [Utility Name] Announces Key Updates to Enterprise Risk Management 
Program 
 
Subheadline: Enhancements Aim to Strengthen Risk Mitigation and Improve Stakeholder 
Engagement 
 
Introduction: [Utility Name] is pleased to announce significant updates to its Enterprise Risk 
Management (ERM) program. These enhancements are designed to bolster our risk 
mitigation strategies and improve communication with stakeholders. 
 
Body: The updated ERM program includes several key changes: 

• We have implemented a more robust risk assessment framework to better identify 
and manage potential risks. 

• New channels have been established to ensure timely and effective communication 
with all stakeholders. 

• We have introduced new initiatives to engage stakeholders more actively in our risk 
management processes. 

 
“These updates reflect our ongoing commitment to maintaining a resilient and responsive 
risk management framework,” said [name], [title] of [utility name]. “We believe these changes 
will significantly enhance our ability to manage risks and communicate effectively with our 
stakeholders.” 
 
Conclusion: For more information about the updates to our ERM program, please contact 
[Contact Name] at [Contact email or phone]. 
 

Template 4: Sample Social Media Posts  
X (formerly Twitter): ������ We’ve updated our Enterprise Risk Management program to better 
address key risks such as power outages and cyber threats. We’re implementing advanced 
monitoring systems and enhancing our emergency response protocols to ensure your safety 
and reliability. Stay informed about these changes and how they benefit you: [Link] 
#RiskManagement #PublicPower 
 
Facebook: We’re excited to announce important updates to our Enterprise Risk 
Management program! These changes focus on addressing specific risks like power outages 
and cyber threats. We’re enhancing our monitoring systems and emergency response 
protocols to better protect our community. Learn more about how these updates will improve 
your service and safety: [Link]. #RiskManagement #PublicPower 
 
LinkedIn: [Utility name] has made significant updates to our Enterprise Risk Management 
(ERM) program to tackle key risks such as power outages and cyber threats. We’ve 
strengthened our risk assessment framework and improved our emergency response 
protocols to ensure better service reliability and safety for our stakeholders. Discover how 
these updates will benefit you and our community: [Link]. #RiskManagement #PublicPower
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Template 5: Internal Memo Template 
Subject Line: Important Updates to Our Enterprise Risk Management Program 
 
Introduction:  Dear [Utility Name] employees, 
We are pleased to inform you about significant updates to our Enterprise Risk Management 
(ERM) program. These changes are part of our ongoing efforts to enhance our risk 
management strategies and improve communication within our organization. 
 
Body: The key updates to the ERM program include: 

• We have adopted a more comprehensive risk assessment framework to better 
identify and manage potential risks. 

• Newly established channels to ensure timely and effective communication with all 
stakeholders. 

• We have introduced new initiatives to engage stakeholders more actively in our risk 
management processes. 

 
These updates are crucial for maintaining a resilient and responsive risk management 
framework. Please review the attached document for detailed information on these changes. 
 
Conclusion: If you have any questions or need further information, please do not hesitate to 
contact [Contact Name] at [email or phone]. 
 
Best regards,  
[Name]  
[Title] 
 

Template 6: Informational Overview Template 
Title: Key Updates to Our Enterprise Risk Management Program 
 
[Sections to Include] 

• Enhanced Risk Assessment 
o High-level visual representation of the risk assessment process and updated 

framework 
• Improved Communication Channels 

o List of new channels and/or brief description of what’s new, paired with icons 
representing each channel for visual interest 

• Stakeholder Engagement 
o New initiatives 
o Visuals of stakeholder interactions 

• Contact Information 
o [Contact name or website where people can learn more] 
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Suggested Communication Frequency and Methods 
Below are recommendations for the ERM committee on the frequency and methods of 
communication when updating different stakeholders about the ERM program. 

• Board of directors and senior leadership: Establish a regular schedule for updates 
to ensure strategic alignment and highlight the critical role of leadership in risk 
management. This can be achieved through monthly meetings or quarterly board 
sessions. 

• Employees: Develop internal communication strategies to promote a risk-aware 
culture and emphasize organizational resilience. Methods can include updates on the 
utility’s intranet, as part of departmental meetings, through training sessions, or in 
newsletters and utility-wide reports. 

• Public: Plan communications to maintain transparency and build trust, focusing on 
the utility’s reputation and stakeholder relationships. This can be done through press 
releases, publishing ERM updates on the utility’s website, and hosting community 
meetings or town hall sessions. 

Monitoring and Feedback Checklist 
This checklist is designed to help the ERM committee effectively monitor and improve 
communication strategies related to the ERM program. By following these steps, you can 
ensure that your communications are impactful, clear, and continuously improving based on 
stakeholder feedback. 

Monitoring and Feedback Checklist 
Monitoring Effectiveness 
 Track reach and engagement metrics 
 Analyze feedback from audience segments 
 Review communication frequency and clarity 

 
Feedback Mechanisms 
 Use surveys and questionnaires 
 Provide feedback forms on the utility’s website 
 Establish direct channels for stakeholder inquiries 

 
Adjustment Procedures 
 Conduct regular review meetings with the ERM committee 
 Update communication strategies based on feedback 
 Continuously improve communication materials 
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Communicating Updates to Board & Stakeholders Checklist 
This checklist is designed to help the ERM committee effectively communicate updates and 
strategies related to the ERM program. Following these steps helps ensure your 
communications are clear, targeted, and continuously improving based on stakeholder 
feedback. 

Communicating Updates to Board & Stakeholders Checklist 
Board Communication Strategy 
 Establish a regular cadence for updating the board on risk management activities 
 Develop an executive summary template that succinctly presents risk status, 

mitigation efforts, and strategic implications 
 
Stakeholder Communication Strategy 
 Tailor communications to the interests and concerns of different stakeholder 

groups 
 Utilize a mix of communication channels to reach stakeholders effectively, 

including newsletters, community forums, and digital platforms 
 
Crisis Communication Plan 
 Prepare a crisis communication plan for high-impact risks requiring immediate and 

transparent communication 
 
Feedback and Reporting 
 Implement a system for collecting and reporting feedback from the board and 

stakeholders 
 Regularly refine the communication approach based on feedback 

Annual Communication Plan Review Checklist 
This checklist is designed to guide the ERM committee through the annual review of the 
ERM communications plan. Regular reviews are essential to ensure the plan remains 
effective and aligned with the organization’s goals and risk management strategies. Use this 
checklist to systematically evaluate and update your communication plan. 

Annual Communication Plan Review Checklist 
Review Schedule 
 Set a date for the annual review of the communication plan 
 Suggest regular reviews to ensure the plan’s effectiveness 

 
Review Checklist 
 Assess the effectiveness of communication channels 
 Evaluate the clarity and impact of key messages 
 Consider any changes in the risk landscape or stakeholder expectations 

 
Plan Updates 
 Document any required changes to the communication plan 
 Update templates and materials to reflect new strategies 
 Communicate changes to the ERM committee and relevant parties 
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